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Abstract001

Persistent vulnerabilities in safety alignment002
hinder the deployment of large language mod-003
els (LLMs). Existing methods remain sus-004
ceptible to jailbreak attacks, suggesting a fun-005
damental, unaddressed flaw in current safety006
paradigms. In this work, we diagnose the root007
cause of this fragility, identifying a systemic008
issue we term Depth-wise Alignment Discrep-009
ancy. We find a fundamental misalignment:010
harmful vectors—latent representations predis-011
posed to unsafe content—predominantly orig-012
inate in the model’s lower layers, yet conven-013
tional alignment training concentrates its cor-014
rective gradients disproportionately on the top-015
most layers. This creates a brittle, "end-of-016
pipe" defense that is easily bypassed. To ad-017
dress this discrepancy, we propose SAGA, a018
framework that achieves robust safety through019
two synergistic innovations. First, it lever-020
ages high-entropy safety data, constructed021
via an iterative entropy ascent procedure, to022
provide the deep semantic signals necessary to023
reach the source of harmfulness. Second, it024
introduces a novel Synergistic Gradient Scal-025
ing (SGS) mechanism to explicitly reshape026
the gradient flow, ensuring these corrective027
signals are precisely applied to the identified028
vulnerable layers. Extensive experiments on029
five LLMs against six distinct jailbreak at-030
tacks demonstrate SAGA’s superiority, reduc-031
ing attack success rates (ASR) by 21%–63%032
compared to state-of-the-art baselines. Our033
method preserves downstream task accuracy034
while introducing minimal computational over-035
head (<3%).036

1 Introduction037

The deployment of large language models (LLMs)038

faces a critical challenge: while they possess039

immense capabilities, their safety alignment re-040

mains persistently fragile (Zou et al., 2023a). De-041

spite extensive efforts in safety alignment, such042

as reinforcement learning from human feedback043

(RLHF)(Ouyang et al., 2022), safedecoding(Xu 044

et al., 2024), existing methods remain vulnerable to 045

sophisticated jailbreak attacks (Chao et al., 2023). 046

This persistent fragility suggests that current align- 047

ment techniques fail to address a systemic struc- 048

tural flaw. This motivates our work to move beyond 049

"shallow alignment"(Qi et al., 2024) and investi- 050

gate the model’s internal computations to uncover 051

the root cause of alignment fragility. 052

Our analysis reveals that successful jailbreaks 053

are not merely output-layer failures but symptoms 054

of a systemic issue rooted in the model’s interme- 055

diate computations. We observe the formation of 056

harmful vectors, which refer to the hidden state 057

vector predisposed to decoding into harmful con- 058

tent, and the gradient in alignment training. We 059

identify a core vulnerability mechanism we term 060

Depth-wise Alignment Discrepancy: a fundamen- 061

tal misalignment between the genesis of harmful 062

vectors and the application of alignment correc- 063

tions. Specifically, we find that harmful vectors 064

predominantly emerge in the lower layers of the 065

model, yet conventional alignment training dispro- 066

portionately concentrates its gradient-based correc- 067

tions on the top-most layers. This creates a critical 068

mismatch: the lower layers where harmfulness re- 069

mains undertrained for safety to eliminate, while 070

the top-most layers bear the entire corrective bur- 071

den. This results in a superficial, "end-of-pipe" de- 072

fense that is inherently brittle and easily bypassed. 073

To address the Depth-wise Alignment Discrep- 074

ancy, the central challenge is to eliminate harmful 075

vectors at their source. Our investigation explores 076

a promising direction: using high-entropy safety 077

data to provide the deep semantic signals neces- 078

sary to break the gradient bottleneck at lower layers. 079

We find that the information entropy of training 080

data, not its specific format, is the key determinant 081

of gradient penetration depth. Chain-of-Thought 082

(CoT) safety reasoning naturally produces high- 083

entropy sequences due to its multi-step analytical 084
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structure, making it an effective instantiation of this085

principle (Zhang et al. 2025, OpenAI et al., 2024).086

Initial experiments validate this hypothesis: data087

with higher information entropy significantly sup-088

presses the harmfulness peak in the lower layers,089

with a strong monotonic correlation between en-090

tropy and suppression magnitude. However, while091

higher information entropy provides the necessary092

deep signal, it is a coarse-grained instrument, in-093

sufficient to precisely match the corrective gradi-094

ents to the harmfulness distribution. This leaves a095

residual discrepancy, necessitating a fine-grained,096

optimization-level control mechanism.097

To this end, we propose Source-guided Align-098

ment(SAGA), a framework designed to directly099

address the Depth-wise Alignment Discrepancy100

through a synergistic, two-pronged strategy. First,101

it construct high-entropy dataset to serves as the102

semantic foundation for deeper training gradient.103

Second, it introduces a novel Synergistic Gradi-104

ent Scaling (SGS) mechanism, which explicitly105

reshapes the gradient flow to target layers identi-106

fied as sources of harmfulness. This synergy of107

data-centric depth and optimization-centric preci-108

sion allows for the targeted elimination of harmful109

vectors generation across all layers.110

The primary contributions of this work are three-111

fold. First, we formally identify and empirically112

validate the Depth-wise Alignment Discrepancy113

as a fundamental vulnerability in LLMs. Second,114

we propose SAGA to address this vulnerability115

through a synergistic, two-pronged strategy. We116

also constructed and will make public the high-117

quality safety alignment dataset augmented with118

CoT. Finally, through extensive experiments on119

five LLMs against six distinct jailbreak attacks, we120

demonstrate that SAGA reduces Attack Success121

Rates by 21%–63% compared to SOTA baselines,122

while preserving downstream capability and incur-123

ring negligible (<3%) computational overhead.124

2 Observational Experiments125

This section presents a series of observational ex-126

periments that systematically diagnose the root127

cause of alignment fragility in LLMs. We first128

observed the "Depth-wise Alignment Discrepancy"129

(section 2.1) and then explore the potential of using130

Chain-of-Thought to mitigate it (section 2.2).131

Before presenting our observational findings, we132

first outline the common experimental setup and133

define the key metrics used throughout this section.134

The detailed setup is shown in appendix B. 135

Models and Datasets: Our experiments 136

are conducted on various LLMs: Llama- 137

3-8B(Grattafiori et al., 2024), DeepSeek-R1- 138

Distill-Qwen-7B(DeepSeek-AI et al., 2025), and 139

Qwen2.5-7B(Yang et al., 2024), to ensure our find- 140

ings are not model-specific. To probe their align- 141

ment, we utilize two primary types of inputs: (1) 142

a set of standard harmful queries advbench(Zou 143

et al., 2023b), and (2) the same queries augmented 144

with jailbreak prompts from the PAIR(Chao et al., 145

2023). 146

Metrics: 1)Attack Success Rate (ASR) is auto- 147

matically judged by GPT-4. A lower ASR indicates 148

higher robustness. 2)Harmful Vector Distribu- 149

tion: This metric is utilized to diagnose the origin 150

of harmfulness. A "harmful vector" is defined as 151

a hidden state that, if decoded directly from that 152

layer, shows a higher probability of continuing with 153

harmful content versus safe refusals, details in ap- 154

pendix D. 3) Safety Key Neuron: The neurons 155

contribute the most to safety-critical tasks, which 156

is computed by NA-CIA(Chen et al., 2024). The 157

detailed is provided in Appendix E. 158

2.1 Evidence: The Phenomenon and 159

Consequences of Discrepancy 160

This section presents a series of observational ex- 161

periments designed to systematically diagnose the 162

root cause of alignment fragility in LLMs, and 163

proposed Depth-wise Alignment Discrepancy. 164

The investigation proceeds in three stages: 1)We 165

identify the layer-wise genesis of harmful vectors 166

against jailbreak attacks (Section 2.1.1). 2) We vi- 167

sualize the stark disparity between this harmful vec- 168

tor distribution and the distribution of alignment- 169

training gradients (Section 2.1.2). 3)We conduct a 170

controlled intervention to establish a causal link be- 171

tween gradient allocation and alignment robustness 172

(Section 2.1.3), thereby providing robust empirical 173

evidence for the Depth-wise Alignment Discrep- 174

ancy. 175

2.1.1 Jailbreak Induces Harmful Vector In 176

Lower Layers 177

To understand the internal mechanism of a suc- 178

cessful jailbreak, we visualize and compare the 179

layer-wise dynamics of harmful vector formation 180

when models respond to general harmful queries 181

versus sophisticated jailbreak attacks. 182

Results & Analysis. As illustrated in Figure 1, 183

our analysis reveals a critical pattern: sophisticated 184
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Figure 1: (a)Jailbreak induces the hidden vector distri-
bution in lower layers. (b)Lifecycle of harmful vectors.
The generation of harmful vectors occurs in the front
and middle layers of the model (horizontal axis), while
the correction of harmful vectors mainly occurs in the
top layers (vertical axis).

jailbreak attacks induce a significant concentra-185

tion of harmful vectors originating in the lower186

layers(10-20). While some of these vectors are187

corrected in the topmost layers(27-31), a substan-188

tial portion persists through to the output, success-189

fully break the alignment. This observation directly190

contradicts the assumption that jailbreaks merely191

exploit superficial, output-layer vulnerabilities. It192

raises a pivotal question: if harmfulness originates193

deep within the model, why do existing alignment194

techniques fail to neutralize it at its source?195

2.1.2 Visualizing the Discrepancy: Alignment196

Gradients vs. Harmfulness197

To explore solutions to the above issues, we ob-198

served the training process and discovered that the199

mismatch between where alignment learning oc-200

curs and where harmful vectors originates.201

Results & Analysis. We calculate the Harmful202

vector distribution pointing "the locus of harmful203

vector" and Safety neuron distribution as well as204

training gradient distribution pointing "the locus205

of alignment learning". Figure 2(a) reveals a se-206

vere spatial incongruity. The generation of harmful207

vector peaks in the middle layers (start approx. 15-208

20). Conversely, the training-gradient escalation209

occurs in layers posterior to the surge of harmful210

vectors(13 vs 8) and is concentrated at the topmost211

layers(28-31). This creates a depth-wise align-212

ment discrepancy: alignment training corrections213

are disproportionately applied far from the source214

of the problem. Figure 2(b) further validates that215

the reduction in harmful vectors layer-by-layer is216

positively correlated with the applied gradient mag-217

nitude. We also have performed a formal statistical218

analysis, the result (Spearman’s = 0.87 ,p < 0.001)219

provides strong statistical evidence of this mono-220

tonic positive correlation, providing rigorous, quan-221

titative proof beyond visual intuition. The conse-222

quence of this mismatch is an inefficient and brittle223

"end-of-pipe" defense, where the model expends 224

its corrective capacity on suppressing symptoms at 225

the output layer, rather than eliminating the root 226

cause in the intermediate layers. This superficial 227

correction is, unsurprisingly, easily bypassed by 228

targeted attacks. 229

Figure 2: (a)The visualization of depth-wise alignment
discrepancy. (b)Reduction in harmful vectors layer-by-
layer is positively correlated with the applied gradient
magnitude.

2.1.3 Causal Link: Harmfulness Reduction 230

via Training Gradient 231

While the correlation observed above is strong, we 232

now seek to establish a direct causal link between 233

the depth of depth-wise alignment discrepancy and 234

the model’s final alignment robustness, as well as 235

confirm that the observed vulnerability is indeed 236

caused by shallow gradient distribution. 237

We conducted a controlled experiment using 238

RLHF on a single base model. In a series of inde- 239

pendent training runs, we froze the entire model 240

except for the final N layers, where N was set to 1, 241

5, 10, 20. This setup allowed us to precisely con- 242

trol the depth to which alignment gradients could 243

penetrate the network. We then evaluated the final 244

Attack Success Rate (ASR) of each resulting model 245

on a held-out set of jailbreak prompts. 246

Results & Analysis. The Figure 3 unequivocally 247

demonstrate a causal relationship. Fine-tuning only 248

a few top layers (N=1, 10) yields negligible im- 249

provements in ASR, confirming that such shallow 250

corrections are ineffective. The model’s robustness 251

improves meaningfully and monotonically only as 252

N increases, allowing alignment gradients to reach 253

the deeper, vulnerability-prone middle layers. Fig- 254

ure 3(a) visualizes how a larger N allows for the 255

elimination of harmful vectors at deeper layers, and 256

the extent of this eradication remains positively 257

correlated with the training gradient throughout. 258

Figure 3(b) shows the direct impact on the final 259

ASR. This causally validates our central thesis: a 260

robust alignment requires the targeted elimination 261

of harmful vectors at their source, which is vulner- 262

able when corrective gradients are confined to the 263
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topmost layers.264

Collectively, these three experiments provide ro-265

bust, multi-faceted evidence for the Depth-wise266

Alignment Discrepancy. We have shown that harm-267

fulness originates in lower layers, that standard268

alignment focuses on upper layers, leading to a269

shallow alignment training. This discrepancy is the270

direct cause of persistent vulnerabilities.271

2.2 High-Entropy Data Partially Breaks the272

Discrepancy273

The preceding analysis established that Depth-wise274

Alignment Discrepancy arises from a training gra-275

dient signal that is too "shallow", leading a vulnera-276

ble safety alignment. In this section, we investigate277

and demonstrate that utilizing higher entropy data278

can effectively mitigate this phenomenon.279

2.2.1 CoT’s Macro-level Impact on280

Harmfulness and Gradients281

In section 2.1, we also observed that models282

with reasoning capabilities have a lower prob-283

ability of generating harmful vectors than non-284

reasoning models (DeepSeek-R1-Distill-Qwen-7B285

vs Qwen2.5-7B). The most salient distinction be-286

tween reasoning and non-reasoning models lies287

in the data format they generate and are trained288

on: a complex, multi-step chain-of-thought pre-289

cedes the final response. Unlike a simple refusal290

response data for non-reasoning model, an extra291

safety reasoning process, which is formed as chain292

of Thought(CoT) text, requires the model to ac-293

cess, integrate, and articulate abstract safety princi-294

ples and causal relationships—cognitive processes295

widely believed to be rooted in the model’s lower296

layers. This insight motivates us to take safety297

reasoning CoT as a starting point for exploring298

methods to alleviate the discrepancy.299

To investigate whether safety-reasoning CoT300

augmented data can mitigate the Depth-wise Align-301

ment Discrepancy by inducing a deeper gradi-302

ent flow, We constructed a CoT-augmented safety303

dataset using the SafeChain(Jiang et al., 2025)304

framework. To analyze the impact of reasoning305

complexity, we partitioned this augmented corpus306

into high-, mid-, and low-complexity tiers based307

on the information entropy of the reasoning chains.308

Higher entropy corresponds to more diverse and309

intricate reasoning trajectories. Notably, our met-310

rics of information entropy is a per-token average311

(normalized by sequence length N ), measuring the312

density of information rather than total quantity,313

eliminating the bias caused by data length. The 314

details are shown in appendix H. 315

Results & Analysis. The results in Figure 4 con- 316

firms that CoT-augmented training provides a pow- 317

erful, albeit incomplete, solution to the discrep- 318

ancy problem. We observe two significant improve- 319

ments: 1) Suppression of Harmfulness Origin: CoT 320

training substantially suppresses the harmfulness 321

peak in the lower-middle layers. The data demon- 322

strates a strong positive correlation between the 323

CoT’s information entropy and the magnitude of 324

this suppression; more complex reasoning leads to 325

a more profound reduction in deep-seated harm- 326

fulness. 2) Deepening the Locus of Learning Gra- 327

dient: CoT with higher entropy induces a more 328

uniform and deeper gradient distribution compared 329

to standard alignment. It effectively shifts the "lo- 330

cus of learning" from the top-most layers towards 331

the lower layers where harmful vectors originate. 332

The more theoretical rational analysis is shown in 333

appendix H and G. 334

However, this macro-level success reveals a 335

micro-level limitation. While the high entropy data- 336

induced gradient distribution is deeper, it is not pre- 337

cise. As shown in the comparison, it still fails to 338

perfectly match the specific, fine-grained distribu- 339

tion of harmful vectors. This leaves a residual dis- 340

crepancy, explaining why harmfulness, though sig- 341

nificantly reduced, is not entirely eradicated. This 342

provides a mechanistic explanation for why reason- 343

ing based methods (Zhang et al., 2025) is effective 344

(high entropy drives deep gradients) and why it 345

is insufficient alone (gradient distribution remains 346

imprecise). 347

This final observation is critical. It suggests that 348

a complete solution requires a synergistic, two- 349

pronged approach. We have found a high entropy 350

data-centric method to guide gradients to the lower 351

layers. What is now needed is a complementary 352

optimization-centric mechanism to precisely sculpt 353

the gradient flow within that region, ensuring cor- 354

rections are applied with surgical precision. This 355

insight directly motivates the design of our SAGA 356

framework, which we introduce as follow. 357

3 Methodology 358

Based on the insights from our observational exper- 359

iments, we introduce SAGA, a framework designed 360

to directly address the Depth-wise Alignment Dis- 361

crepancy and instill a more resilient safety align- 362

ment. SAGA is realized through two synergistic 363
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Figure 3: (a)The layer-wise gradient distribution positively correlates with the elimination of harmful vectors.
(b)The fewer layers of aligned training, the higher the asr.

Figure 4: A monotonic increase in information entropy
yields a correspondingly deeper gradient distribution
and greater eradication of harmful vectors across all
layers.

modules: (1) a Iterative CoT Refinement via En-364

tropy Ascent, which serves as the semantic foun-365

dation for deeper training gradient. By generating366

high-entropy, complex reasoning chains, this mod-367

ule provides the necessary deep learning signals368

that penetrate the model’s lower layers. (2) Syner-369

gistic Gradient Scaling reshapes the gradient flow370

during training, ensuring that the corrective updates371

are precisely allocated to the harmful vector distri-372

bution. The workflow is shown in Figure 5.373

3.1 High-Entropy Safety Data Construction374

via Entropy Ascent375

Our objective is to construct training data with max-376

imally high information entropy for each harmful377

query-answer pair (Q,A). While any data format378

with sufficient information complexity can serve379

this purpose in principle, we adopt safety reasoning380

CoT as the instantiation due to its natural semantic381

coherence in the safety domain. We introduce an382

iterative refinement procedure, which we term En-383

tropy Ascent. This process progressively enhances384

a CoT’s complexity and informational richness by385

optimizing for its self-information, treating it as a386

direct proxy for information entropy.387

The process is formalized as an iterative loop.388

At each step t, we maintain a candidate safety rea-389

soning CoT, C(t).390

Initialization (t = 0). For a given query-answer 391

pair (Q, A), we begin by generating an initial seed 392

CoT, C(0), using a prompt with the teacher model, 393

Mteacher (GPT-o3). 394

Entropy Evaluation. To quantify the informa-
tion content of any candidate CoT C, we employ
the Self-Information Score, Hself(C). This met-
ric, defined as the negative log-likelihood of the
sequence according to the base model Mref, mea-
sures the sequence’s unpredictability. A higher
score signifies a less probable, and thus more in-
formative, sequence from the perspective of the
base model. For a CoT C comprising N tokens
(w1, . . . , wN ), the score is:

Hself(C) = − 1

N

N∑
i=1

log2 pref(wi|w1, . . . , wi−1)

(1)
where pref(wi|·) is the conditional probability as- 395

signed by Mref. The detail introduction is shown 396

in appendix H. 397

Iterative Refinement (t ≥ 1). The core of our 398

method is a refinement loop that continues as 399

long as the entropy score of the current best CoT, 400

Hself(C
(t−1)), is below a predefined threshold τ , 401

or a maximum iteration count T is not reached. In 402

each iteration t: 403

1. Meta-Prompting for Ascent: We construct a 404

dynamic meta-prompt designed to guide the 405

teacher model or base model itself generating 406

higher-entropy data. This prompt includes the 407

query Q, the previous CoT C(t−1), its score 408

Hself(C
(t−1)), and an explicit instruction. For 409

instance: “The following reasoning achieved 410

an information score of [score]. Refine it by 411
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Figure 5: CoT-Augmented Dataset phase generates the datasets for subsequent training. Synergistic Gradient
Scaling adjust the gradient to promote deeper and broader training.

introducing more detailed logical steps, ex-412

ploring alternative perspectives, or connecting413

disparate concepts to increase its analytical414

depth and informational novelty.”415

2. Candidate Generation: Using this meta-416

prompt, we generate a new pool of k candidate417

refinements {C(t)
1 , . . . , C

(t)
k } from Mteacher.418

3. Greedy Selection: We select the candidate419

from this pool that maximally increases the420

self-information score to serve as the new an-421

chor for the next iteration.422

C(t) = argmax
C

(t)
i ∈{C(t)

1 ,...,C
(t)
k }

Hself(C
(t)
i ) (2)

The loop terminates when Hself(C
(t)) ≥ τ or423

t = T . The final, optimized CoT is denoted as424

C∗ = C(tfinal). This procedure ensures that the re-425

sulting CoT is not just selected from a static set, but426

is actively constructed to be information-rich. This427

process is repeated for all queries to yield a refined428

dataset, Drefined. Note that Hself(C) is normalized429

by the sequence length N , measuring the average430

per-token self-information. This normalization is431

critical: it ensures that the metric captures the in-432

formation density of the sequence rather than its433

total length.434

3.2 Synergistic Gradient Scaling (SGS)435

In this section, we introduce Synergistic Gradient436

Scaling (SGS), which reshapes the gradient distri-437

bution to align with the harmfulness distribution,438

thereby directly rectifying the core discrepancy. 439

SGS is operationalized in two stages. 440

Stage 1: Establishing the Target Harmfulness
Distribution Before training, we first construct
a "correction blueprint" by quantifying the base
model’s intrinsic propensity to form harmful rep-
resentations at different layers. This results in a
Target Harmful Vector Distribution, denoted as
H ∈ RL. We quantify the per-layer frequency of
harmful vector emergence, E[sl], on a disjoint di-
agnostics dataset and normalize it to form the target
distribution H:

Hl =
E[sl]∑L

k=1E[sk]
(3)

This distribution identifies the layers where the 441

alignment problem is most acute. To ensure H 442

remains relevant as the model evolves, we re- 443

computing the distribution at the end of each train- 444

ing epoch. This balances target accuracy with train- 445

ing stability. 446

Stage 2: Dynamic Gradient Adaptation During
Training With the target distribution H estab-
lished, SGS dynamically modulates the layer-wise
gradients at each training step t during PPO train-
ing. First, we monitor the optimizer’s default be-
havior by computing the instantaneous gradient
distribution, A(t), derived from the L2 norm of the
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Model Method No Attack↓ GCG↓ AutoDAN↓ CodeAttack↓ PAIR↓ ArtPrompt↓

Llama3-8B

No Defense 0.0 33.91 25.05 51.83 28.46 40.72
PPL 0.0 0.0 9.45 40.91 17.01 29.44
RLHF 1.12 3.58 9.42 18.88 17.75 31.46
Self-Reminder 0.0 2.90 11.35 39.07 15.74 29.84
AED 0.0 4.10 10.28 19.55 15.80 16.95
SafeDecoding 0.86 2.14 16.15 16.70 3.42 15.17
STAIR 0.0 1.35 8.17 15.22 5.18 14.53
SAGA (Ours) 0.0 0.0 14.23 13.55 3.08 13.05

Qwen2.5-7B

No Defense 8.51 86.32 82.12 46.65 87.52 32.79
PPL 6.45 0.00 75.20 40.33 65.52 33.70
RLHF 5.62 17.02 24.60 23.22 28.35 27.16
Self-Reminder 0.00 33.22 17.05 32.08 36.82 23.28
AED 0.00 9.50 17.18 25.25 28.17 10.73
SafeDecoding 0.00 3.28 10.59 10.88 18.65 8.06
STAIR 0.00 4.15 9.82 9.43 12.60 5.84
SAGA (Ours) 0.00 3.02 8.63 7.78 10.40 4.27

Vicuna-13B

No Defense 0.0 93.97 80.15 58.32 92.40 40.99
PPL 8.06 0.0 84.00 50.41 81.90 42.13
RLHF 7.03 12.18 18.25 26.53 25.44 13.95
Self-Reminder 0.0 41.53 21.31 40.10 46.03 29.09
AED 0.0 13.88 21.48 31.57 35.22 13.44
SafeDecoding 0.0 12.03 27.98 36.52 10.26 28.25
STAIR 0.0 5.82 16.41 20.33 10.15 14.72
SAGA (Ours) 0.0 4.40 15.53 18.55 9.50 13.05

DeepSeek-R1

No Defense 0.80 94.55 88.70 65.40 89.15 55.20
PPL 0.50 0.00 58.20 42.10 68.30 40.15
RLHF 1.10 18.40 22.50 25.30 30.15 24.50
Self-Reminder 0.00 8.20 20.10 28.50 38.20 22.10
AED 0.00 14.50 21.30 28.10 32.40 18.50
SafeDecoding 0.40 6.20 12.50 15.40 14.20 12.80
STAIR 0.00 4.55 8.90 8.12 6.85 5.73
SAGA (Ours) 0.00 3.20 7.50 6.80 5.40 4.10

QwQ

No Defense 6.81 73.00 64.23 44.32 73.15 34.43
PPL 5.56 0.00 54.46 38.31 62.29 32.07
RLHF 4.84 15.32 23.33 22.11 27.27 25.81
Self-Reminder 0.00 31.56 16.20 30.48 35.16 22.14
AED 0.00 8.55 16.32 24.01 26.73 10.22
SafeDecoding 0.00 3.12 10.12 10.34 17.78 7.71
STAIR 0.00 3.40 8.55 8.02 9.31 5.18
SAGA (Ours) 0.00 2.03 7.07 6.71 7.43 3.96

Table 1: Attack Success Rate (ASR↓) across five LLMs under jailbreak attack methods. Bold denotes the best result.

gradients for each layer’s parameters, ∥∇Wl(t)∥2:

Al(t) =
∥∇Wl(t)∥2∑L

k=1 ∥∇Wk(t)∥2
(4)

The core of SGS is defining a scaling factor αl(t)
to bridge the gap between the target Hl and the
actual flow Al(t):

αl(t) = 1 + δ(t) ·
(

Hl

Al(t) + ϵ
− 1

)
(5)

where ϵ is a small constant for numerical stabil-447

ity. The intervention strength is modulated by a448

time-dependent(current epoch number as t) coef-449

ficient δ(t), which follows a cosine decay sched-450

ule. This allows for aggressive intervention early451

in training, which gradually anneals to zero for452

convergence. Fundamentally, this per-layer rule is453

designed to solve a global distributional objective:454

minimizing the Kullback-Leibler (KL) divergence455

between the target and actual gradient distributions,456

DKL(H||A(t)). The resulting updated gradient dis-457

tribution A′(t) is a convex combination of the orig-458

inal and target distributions, robustly guiding the459

model towards a deep and resilient alignment.460

The final step is to apply these scaling factors to
the originally computed gradients. The modulated
gradient for each layer, ∇W ′

l(t), is obtained by:

∇W ′
l(t) = αl(t) · ∇Wl(t) (6)

These modulated gradients 461

{∇W ′
1(t), . . . ,∇W ′

L(t)}, which now embed 462

the corrective information from our target distri- 463

bution H, are then passed to the base optimizer 464

for the final parameter update. This mechanism 465

ensures that layers identified as primary sources 466

of harmfulness receive proportionally larger cor- 467

rective updates, directly rectifying the Depth-wise 468

Alignment Discrepancy within the optimization 469

process itself. 470

4 Experiment 471

In this section, a series of experiments is designed 472

to evaluate SAGA across robustness, usefulness, 473

and efficiency. The experiment setup is shown in 474

appendix B. 475

4.1 Experimental Results 476

Robustness against Jailbreak Table 1 shows 477

that SAGA achieves the highest safety capabil- 478

ity (lowest ASR) on almost all models. In par- 479

ticular, although the reasoning-based alignment 480

method STAIR achieves promising performance 481

on the baseline, it remains inferior to SAGA. This 482

validates that high-entropy data is effective, yet it 483

alone is insufficient, which consequently supports 484

our conclusion. 485
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Figure 6: Our method achieves complete layer-wise
eradication of harmful vectors.

The Figure 6 shows that harmful vectors are486

significantly eliminated across all layers. This pro-487

vides direct evidence that SAGA fundamentally488

prevent the formation of harmful representations489

at their source. It is worth noting the exception-490

ally low ASR against GCG (0% in part of models).491

This is not an anomaly but a result of SAGA’s “de-492

liberative” safety mechanism. Detailed analysis of493

this phenomenon and results under extended attack494

budgets in Appendix M.495

Robustness Against Fine-tuning A robust496

alignment must also withstand the parameter pertur-497

bations introduced by downstream task fine-tuning.498

Table 2 shows the Attack Success Rates (ASR) on499

five models after they have been fine-tuned on a500

downstream task. SAGA also consistently achieves501

the lowest ASR, demonstrating superior resilience502

against alignment collapse. We attribute this struc-503

tural robustness to the fact that our method pro-504

motes the training of a broader and more distributed505

set of safety-critical neurons as shown in Figure 9.506

Method Llama2-7B Vicuna-13B Mistral-7B Qwen2.5-7B
RLHF 16.53% 26.53% 17.59% 23.22%
Finetuning 60.47% 55.40% 66.74% 52.25%
SSAH 21.17% 16.62% 20.02% 15.67%
RESTA 14.52% 15.51% 21.36% 14.63%
SAGA 7.26% 6.65% 8.01% 5.22%

Table 2: The alignment capability of applying alignment
methods after subsequent finetuning.

SAGA is Helpful Figure 7 presents the impact507

of SAGA on LLMs’ downstream task performance.508

The experiments indicate that SAGA achieves the509

highest accuracy in the three downstream tasks,510

with no significant changes compared to the orig-511

inal model. In addition, using a training dataset512

with CoT also enhances the reasoning ability of the513

model to a certain extent.514

SAGA is Efficient We compare the inference515

time and computational latency of SAGA with516

SOTA methods. Figure 8 shows that the latency517

of SAGA is only 3% in Llama2 and 2% in Vicuna518

compared to no defense, which substantiates that it519

does not affect the computational efficiency.520

Figure 7: The generation performance(ACC) of
applying protective methods

Figure 8: Comparison of inference time.

Ablation Studies : The result in Table 3 shows 521

that the full SAGA consistently achieves the lowest 522

ASR, confirming that the two modules are synergis- 523

tic. High-entropy CoT data alone cannot precisely 524

and completely eliminate harmful vectors at every 525

layer, whereas relying solely on SGS forces inad- 526

equate gradient signals into lower layers amounts 527

to injecting noise and disrupting the existing safety 528

capability. These two mechanisms work synergisti- 529

cally to enhance robust safety alignment. 530

Attack RLHF SAGA High-Ent SGS

No Attack 7.03% 0.0% 0.0% 0.0%
GCG 12.18% 1.66% 1.89% 3.98%
AutoDAN 18.25% 5.95% 6.54% 13.23%
codeattack 26.53% 4.92% 5.21% 10.54%
Pair 25.44% 4.11% 4.57% 9.37%
ArtPrompt 13.95% 7.03% 7.58% 19.65%

Table 3: Ablation experiment of SAGA. High-Ent repre-
sents only using the high-entropy data. SGS represents
only using the Synergistic Gradient Scaling.

5 Conclusion 531

In this work we observed the Depth-wise Align- 532

ment Discrepancy and propose SAGA, a novel 533

framework that synergistically combines high- 534

entropy data for deep semantic guidance with an 535

SGS mechanism for precise control, to alleviate 536

discrepancy and achieve a robust safety Alignment. 537
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Limitations538

While SAGA demonstrates significant improve-539

ments in adversarial robustness, several limitations540

merit consideration, particularly regarding our di-541

agnostic methodologies and the interpretability of542

observed correlations.543

First, our method for observing layer-wise harm-544

ful vectors, as detailed in Appendix F, relies on a545

perplexity-based approach by assessing the likeli-546

hood of generating canonical harmful versus safe547

phrases from intermediate hidden states. We ac-548

knowledge that this probe-based method has inher-549

ent limitations, as the chosen phrase sets might not550

capture all possible manifestations of harmfulness551

or refusal. Furthermore, the conditional probability552

calculation involves approximations. Despite these553

limitations, our empirical validation (Section 2.1)554

demonstrates that this methodology effectively re-555

flects the relative propensity of different layers to556

produce harmful content, thereby serving as a ro-557

bust and valid diagnostic guide for "Depth-wise558

Alignment Discrepancy." Nevertheless, we recog-559

nize the importance of developing more compre-560

hensive and robust metrics for harmful vector ob-561

servation in future work.562

Second, regarding the observed positive correla-563

tion between alignment gradients and the reduction564

of harmful vectors (Section 2.1.2), it is important to565

note the nuances. While a general positive correla-566

tion is evident, we cannot definitively assume that567

the *proportionality* of this correlation is identical568

across all layers, nor can we guarantee that every569

component of the applied gradient is exclusively570

dedicated to safety alignment. These factors intro-571

duce a degree of uncertainty in precisely attributing572

the efficacy of each gradient unit. Despite these573

complexities, guiding safety alignment gradients574

to approximate the real-time harmful vector dis-575

tribution, akin to an iterative optimization process576

or a simulated annealing strategy, demonstrably577

moves the model towards the ultimate elimination578

of harmful content. Future work will delve deeper579

into discovering more granular and optimal gra-580

dient guidance mechanisms to achieve even finer-581

grained control over alignment learning.582

Third, while SAGA preserves downstream task583

performance, its efficacy in multilingual or cultur-584

ally diverse contexts remains untested, potentially585

limiting its applicability to global deployment sce-586

narios.587

Finally, as discussed in Section A, our experi-588

ments are primarily conducted on models with up 589

to 13B parameters (e.g., LLaMA-2-7B, Vicuna- 590

13B), except two reasoning models. The scalabil- 591

ity of SAGA to larger-scale models remains unex- 592

plored, as deeper architectures may exhibit distinct 593

layer dynamics or computational bottlenecks. Ad- 594

ditionally, while SAGA preserves downstream task 595

performance, its efficacy in multilingual or cultur- 596

ally diverse contexts remains untested, potentially 597

limiting its applicability to global deployment sce- 598

narios. Moreover, the reliance on synthetic CoT 599

annotations generated by GPT-o3 introduces im- 600

plicit biases, which may affect generalization to 601

real-world, open-ended queries. We will use both 602

manual and more generative approaches to con- 603

struct security-focused chains of thought to im- 604

prove the availability of our datasets. 605

Statement 606

LLM Usage. LLMs were used only for linguistic 607

refinement, not for content generation or scientific 608

claims. 609

Reproducibility Statement. All code and data 610

required to reproduce our results will be open- 611

sourced upon acceptance. 612

Ethics Statement. Our work on unstructured 613

knowledge editing aims to improve model reliabil- 614

ity. It is conducted ethically for scientific purposes 615

only, avoiding any malicious use or privacy risks. 616
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Use of Large Language Models (LLM)769

Statement770

During the preparation of this manuscript, a Large771

Language Model (LLM) was utilized as an ad-772

vanced writing and editing assistant. The primary773

roles of the LLM were to: (1) refine and rephrase774

sentences and paragraphs to improve clarity, con-775

ciseness, and academic tone; (2) assist in restruc-776

turing sections to enhance the logical flow and nar-777

rative strength of our arguments; and (3) provide778

translations of technical sections between English779

and Chinese to ensure consistency and accuracy.780

The LLM did not contribute to the core research781

ideation, including the formulation of the “Depth-782

wise Alignment Discrepancy” hypothesis, nor did783

it design the SAGA framework or the experiments784

presented. The LLM did not generate or analyze785

any experimental data. All scientific claims, exper-786

imental results, and conclusions were conceived787

and verified by the human authors, who hold full788

responsibility for the content of this paper.789

A Related works790

A.1 Alignment Vulnerability791

Multiple studies have revealed the fragility of safety792

alignment from different perspectives. Qi et al. (Qi793

et al., 2024) demonstrated that alignment primarily794

modifies the first few output tokens, coining the795

term ’shallow alignment.’ Young (Young, 2026)796

proved that gradient-based alignment inherently797

concentrates on token positions where harm is de-798

cided and vanishes beyond, explaining token-level799

shallowness as an optimization-theoretic necessity.800

Wei et al. (Wei et al., 2024) found that safety- 801

critical regions are extremely sparse, accounting 802

for only ∼3% of parameters. SSAH (Li and Kim, 803

2024) showed that safety alignment mainly learns 804

a binary refuse/comply classification, and Lee et 805

al. (Lee et al., 2024) revealed that harmful knowl- 806

edge is not removed during alignment. These 807

works describe symptoms of alignment fragility 808

from output, parameter, functional, and knowledge 809

perspectives, respectively. However, Our work fur- 810

ther studies and explains the intrinsic mechanism 811

of shallow alignment. Our work distinguishes itself 812

from these studies by not only analyzing the intrin- 813

sic manifestations of vulnerability but also delving 814

into its origins within the alignment training pro- 815

cess and exploring potential mitigation strategies. 816

A.2 Reasoning-based Safety Alignment. 817

A growing body of work leverages chain-of- 818

thought reasoning for safety. SafeChain (Jiang 819

et al., 2025) constructed the first CoT-style safety 820

dataset for reasoning models. STAIR (Zhang et al., 821

2025) proposed Safety-Informed MCTS with step- 822

level DPO to optimize safety reasoning trajectories. 823

Deliberative Alignment (Guan et al., 2025) teaches 824

models to reason over safety specifications via RL. 825

Our work differs from this paradigm in 826

three fundamental aspects. First, in objective: 827

STAIR/SafeChain aim to improve safety behav- 828

ior (how the model reasons about safety), while 829

SAGA targets the structural mechanism of align- 830

ment fragility (why training fails to correct harmful 831

representations at their source). Second, in the 832

role of CoT: in STAIR/SafeChain, CoT is the end 833

product—the desired safe output format; in SAGA, 834

high-entropy data (of which CoT is one instantia- 835

tion) is a means—a semantic vehicle for driving 836

gradients to deeper layers. SAGA does not rely 837

on CoT-format outputs at inference time. Third, in 838

explanatory contribution: SAGA provides a mech- 839

anistic explanation for why safety CoT is effective 840

(high entropy drives deep gradients) and why it 841

is insufficient alone (gradient distribution remains 842

imprecise), offering theoretical grounding that ex- 843

isting CoT-based methods lack. 844

A.3 Robust Alignment Methods 845

Existing alignment efforts have attempted to im- 846

prove robustness against fine-tuning and jailbreak 847

attacks. RESTA(Bhardwaj et al., 2024) can be 848

re-aligned for safety during fine-tuning via math- 849

ematical operations on model parameters, restor- 850
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ing model safety by adding safety vectors to fine-851

tuned model parameters. SSAH(Li and Kim, 2024)852

froze 7.5% of safety-critical components during853

fine-tuning. Our approach differs from theirs in854

that we enhance the intrinsic robustness of model855

alignment without interfering with subsequent fine-856

tuning. This allows us to maintain alignment ca-857

pabilities while also preserving better downstream858

task performance.859

A critical challenge in deploying Large Lan-860

guage Models (LLMs) is the erosion of safety861

alignment during downstream fine-tuning. Safely862

Partial-Parameter Fine-Tuning (SPPFT)(Li et al.,863

2025) addresses this by identifying and freezing864

a contiguous block of middle layers—deemed865

"safety layers"—to prevent the catastrophic for-866

getting of refusal behaviors. In contrast, our work867

extends this line of inquiry with a in-depth, layer-868

wise analysis of safety mechanisms and the ori-869

gins of harmful vectors, revealing a phenomenon870

we term "Depth-wise Alignment Discrepancy."871

Whereas SPPFT’s approach is primarily preserva-872

tive—seeking to maintain existing safety capabili-873

ties—our method, SAGA, leverages these granular874

insights to proactively construct a more fundamen-875

tally robust safety alignment.876

B Experiment Setup877

Attack Datasets: We utilized Advbench(Zou878

et al., 2023b) as attack query datasets as test879

datasets to validate the safety of SAGA.880

Downstream Tasks Datasets: TruthfulQA (Lin881

et al., 2022) is comprised of questions that are for-882

mulated to challenge the veracity of the model’s883

outputs, which are used to evaluate the truthfulness884

and reliability of the generated response. GSM8K885

(Cobbe et al., 2021) is aimed at evaluating the886

model’s proficiency in understanding and solving887

complex mathematical problems typically encoun-888

tered at the grade school level.889

Target model:We validate SAGA on five fol-890

lowing models: Vicuna-13b (Chiang et al., 2023),891

LLaMA2-7b (Touvron et al., 2023), Mistral 7b892

(Jiang et al., 2023), deepseek-r1 (DeepSeek-AI893

et al., 2025) .894

Baseline: The detailed baseline settings and spe-895

cific configurations for each experiment are de-896

scribed in the appendix C.897

SafeDecoding (Xu et al., 2024) ensures safe and898

reliable outputs by applying constraints during the899

decoding process. Self-Reminder involves incor-900

porating mechanisms that prompt it to self-check 901

or reflect on its generated responses. PPL (Per- 902

plexity) (Alon and Kamfonas, 2023) assesses the 903

uncertainty in a model’s output and detects poten- 904

tially harmful or nonsensical responses. RLHF 905

(Reinforcement Learning from Human Feedback) 906

(Ouyang et al., 2022) refines an LLM using rein- 907

forcement learning. Retokenization adjusts the 908

tokenization process to modify or restrict the vo- 909

cabulary or input sequences. AED (Liu et al., 2024) 910

(Adversarial Example Detection) identifies and fil- 911

ters adversarial inputs or examples that might cause 912

a model to behave unpredictably or maliciously. 913

Implementation Details. All models are trained 914

for 3 epochs using the AdamW optimizer with a 915

learning rate of 2e-5 and a batch size of 16. The 916

hybrid loss hyperparameter α in ALCA is set to 917

0.4. Our implementation utilizes PyTorch and the 918

Hugging Face Transformers library. 919

C Baseline Setup 920

Here’s the translation of your description into En- 921

glish, suitable for an academic setting within a 922

research paper on LLM alignment: 923

Experimental Setup Supervised Fine-Tuning 924

(SFT) For SFT, we randomly sampled 20% of the 925

dataset for training purposes. The model was fine- 926

tuned using the Supervised Fine-Tuning method 927

with the following configuration: 928

Precision: fp16 Trainer configuration: Number 929

of nodes: 1 Number of devices: 2 Micro batch size: 930

1 Global batch size: 32 Maximum sequence length: 931

1024 Learning rate: 1e-5 Reinforcement Learning 932

from Human Feedback (RLHF) We randomly se- 933

lected 20% of the dataset for training. Initially, 934

20% of the training set was used for SFT with iden- 935

tical settings as mentioned above. Post SFT, we 936

applied Proximal Policy Optimization (PPO) for 937

reinforcement learning on the RLHF dataset, which 938

consists of concatenated forms of original prompts 939

with positive and negative examples, formatted as: 940

text: prompt||response The reward model was 941

trained using the same foundational model as the 942

original model. During PPO execution, we ref- 943

erenced Nvidia’s PPO hyperparameter settings to 944

ensure stability. The parameters set for the rein- 945

forcement learning phase were: 946

Optimizer learning rate: 5e-6 Global batch size: 947

16 PPO entropy bonus: 0.0 PPO ratio epsilon: 0.2 948

Plug and Play Language Model (PPLM) In PPLM, 949

we utilized a multilayer perceptron as the classifier 950
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model with the following settings:951

Length: 100 Gamma: 1.0 Step size: 0.05 Win-952

dow size: 5 KL scale: 0.01 Self-reminder In953

the self-reminder approach, we adopted OpenAI’s954

safety assessment to determine whether each round955

of generation was safe or a successful attack. We956

iterated up to a maximum of five rounds for each957

attack. The process of feedback and generation958

was terminated when the model-generated text was959

deemed safe or upon reaching the maximum num-960

ber of iterations.961

Contrastive Prefixes During the prefix selection962

process, we adopted a supervised prefix selection963

method. Following OpenAI’s classification stan-964

dards, scenarios were divided into 13 harmful cate-965

gories plus one harmless category. For each cate-966

gory, safe reminder prefixes were pre-prepared to967

initialize each class prefix. Prefix lengths were set968

between 30 to 50 characters. For training losses969

w1 and w2, we set the weights as 0.6 and 0.4, re-970

spectively, to emphasize the defensive nature of the971

prefixes against specific types of attacks.972

D Methodology for Measuring Latent973

Harmfulness via Perplexity974

This section provides a detailed description of the975

perplexity-based (PPL) methodology used to quan-976

tify the harmful propensity of intermediate hidden977

states within Large Language Models, as presented978

in Section 2.1. We first outline the procedure, then979

discuss its validity and inherent limitations. Addi-980

tionally, to establish that the observed layer-wise981

trends are robust to methodological choices, we982

conduct cross-validation using Patchscopes, a fun-983

damentally different framework that preserves the984

model’s complete decoding pipeline.985

D.1 Procedure986

The core objective is to answer the question:987

“Given the model’s internal state at layer i, how988

probable is it that the model is on a semantic trajec-989

tory towards generating harmful versus safe con-990

tent?” We operationalize this by measuring the991

perplexity of the model’s predictive distribution,992

derived from the layer-i hidden state, with respect993

to pre-defined sets of canonical harmful and safe994

phrases.995

The procedure for a given input prompt is as996

follows:997

1. Hidden State Extraction: For each layer998

i ∈ {1, ..., L}, we perform a forward pass999

and extract the hidden state vector correspond- 1000

ing to the final token of the input sequence, 1001

denoted as h
(t)
i . This vector represents the 1002

model’s complete contextual understanding 1003

up to layer i, just before generating a response. 1004

2. Isolated Decoding via Shared LM Head: To
assess the immediate predictive tendency of
h
(t)
i without the confounding influence of sub-

sequent Transformer layers (i+1 to L), we em-
ploy an isolated decoding scheme. The hidden
state is first passed through the model’s final
layer normalization (‘LayerNorm‘), and then
directly into the model’s pre-trained, shared
language model head (‘LM Head‘) to produce
a log-probability distribution (logits) over the
vocabulary:

Logitsi = LM_Head(LayerNorm(h
(t)
i )) (7)

This process effectively probes the “semantic 1005

readiness” of the hidden state to be decoded 1006

into text. 1007

3. Perplexity Calculation: We curate two dis- 1008

tinct sets of phrases: 1009

• Harmful Continuation Set (Sharm): 1010

A collection of N short phrases that 1011

are characteristic beginnings of non- 1012

compliant or harmful responses (e.g., 1013

“Sure, here is how to...”, “Certainly, the 1014

steps are...”). 1015

• Safe Refusal Set (Ssafe): A collection of 1016

M short phrases that are characteristic 1017

of safe, aligned refusals (e.g., “I cannot 1018

fulfill this request.”, “I am unable to as- 1019

sist...”). 1020

For each phrase P = (t1, t2, ..., tk) in these
sets, we calculate its log-probability condi-
tioned on the layer-i logits. The probability
of the first token t1 is taken directly from
Logitsi. For subsequent tokens tj (j > 1),
we approximate the conditional probability by
using the embedding of the previous token
tj−1 as the input to the same isolated decoder.
The total log-probability is the sum of the log-
probabilities of each token in the sequence.
The cross-entropy is then the average nega-
tive log-probability, and the perplexity is its
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exponential.

PPL(S|h(t)
i ) = exp

− 1

|S|
∑
P∈S

1

|P |

|P |∑
j=1

log p(tj |h(t)
i , t1..j−1)


(8)

We compute the average PPL for both1021

Sharm and Ssafe. The final harmfulness1022

score for layer i is defined as the ratio1023

PPL(Ssafe)/PPL(Sharm). A higher score indi-1024

cates a stronger propensity towards generating1025

harmful content.1026

D.2 Discussion on Validity and Limitations1027

The choice of this PPL-based methodology is de-1028

liberate, balancing methodological rigor with inter-1029

pretive clarity. We discuss its strengths and weak-1030

nesses below.1031

Validity and Strengths1032

• Methodological Rigor: Unlike continuation1033

generation, which relies on a potentially unsta-1034

ble and heavily approximated auto-regressive1035

process, the PPL method is grounded in a well-1036

defined probabilistic framework. It directly1037

measures the semantic affinity between a la-1038

tent state and a target concept without gener-1039

ating noisy or repetitive text.1040

• Objectivity and Controllability: The re-1041

liance on pre-defined phrases is a more ob-1042

jective and controllable form of prior knowl-1043

edge compared to alternatives like defin-1044

ing subjective vocabulary sets of “harmful”1045

vs. “safe” tokens. The semantics of a full1046

phrase like “I cannot assist” are unambigu-1047

ous, whereas the classification of individual1048

tokens (e.g., “The”) is highly ambiguous and1049

context-dependent.1050

• Signal-to-Noise Ratio: A full phrase pro-1051

vides a strong, high-dimensional semantic sig-1052

nal. A model might incidentally assign high1053

probability to a single token, but assigning1054

high probability (low PPL) to an entire mean-1055

ingful sequence is a much stronger indicator1056

of genuine semantic intent. This leads to a1057

higher signal-to-noise ratio in our measure-1058

ments.1059

• Isolation of Layer Contribution: By using1060

the shared LM Head to decode each layer’s1061

hidden state, we effectively isolate the repre- 1062

sentational content of that layer from the trans- 1063

formations of subsequent layers. This allows 1064

for a more direct assessment of each layer’s 1065

contribution to the final output propensity. 1066

Limitations and Mitigations 1067

• Dependence on Exemplar Phrases: The re- 1068

sults are contingent on the choice of the phrase 1069

sets Sharm and Ssafe. If these sets are not rep- 1070

resentative of the model’s typical harmful and 1071

safe outputs, the measurement could be bi- 1072

ased. Mitigation: We mitigate this by (1) us- 1073

ing a diverse set of phrases for each category 1074

rather than a single phrase, which averages 1075

out idiosyncrasies, and (2) selecting phrases 1076

that are empirically observed as common re- 1077

sponses in initial probing experiments. We 1078

also performed a sensitivity analysis with al- 1079

ternative phrase sets (see Appendix H), which 1080

confirmed that the overall trends reported in 1081

the main paper are robust to this choice. 1082

• Approximation in Conditional Probabil- 1083

ity: The calculation of PPL for multi-token 1084

phrases involves an approximation for the 1085

probability of the second token and beyond 1086

(i.e., using the previous token’s embedding 1087

as a proxy for the next hidden state). This 1088

approximation does not perfectly mirror the 1089

true generative process of the full model. Mit- 1090

igation: This is a necessary simplification to 1091

maintain isolation. Critically, this approxima- 1092

tion is applied uniformly across all layers and 1093

all models. Therefore, while the absolute PPL 1094

values might be skewed, the relative compari- 1095

son between layers—which is the core of our 1096

analysis—remains valid and meaningful. The 1097

goal is to detect trends and differences, not 1098

to compute a perfectly calibrated generative 1099

probability. 1100

• Static Nature of Probes: The phrase sets are 1101

static and may not capture all possible ways a 1102

model can express harmfulness or refusal. A 1103

model might learn to express refusal in novel 1104

ways not present in Ssafe. Mitigation: This is 1105

an inherent limitation of any probe-based anal- 1106

ysis. Our selection of canonical and widely- 1107

used phrases aims to capture the most dom- 1108

inant modes of expression. For the purpose 1109

of diagnosing the fundamental dynamics of 1110
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alignment, this level of coverage is sufficient1111

to reveal the underlying discrepancy.1112

D.3 Cross-validation1113

Method. For each layer l, we extract the hid-1114

den state hl from the source prompt (a jailbreak1115

query), patch it into a target prompt T = “The user1116

is asking me to [x]. Based on this, my response1117

begins with:”, and allow the full model to decode1118

autoregressively. The resulting continuation yl is1119

evaluated by Llama-Guard, yielding a Harmful1120

Continuation Rate (HCR) for each layer across1121

N = 200 queries. We employ three distinct target1122

prompts and report the averaged HCR to ensure1123

robustness.1124

Results. Despite being derived from fundamen-1125

tally different methodologies, the PPL-based HVP1126

and Patchscopes-based HCR exhibit strikingly con-1127

sistent layer-wise trends. Both identify the harm-1128

fulness surge in layers 8–18 and subsequent sup-1129

pression in layers 27–31. The Spearman rank cor-1130

relation is ρ = 0.91 (p < 0.01) for Llama3-8B and1131

ρ = 0.88 (p < 0.01) for Qwen2.5-7B.1132

As a baseline control, we repeat the analysis1133

using 200 benign queries. Under benign inputs,1134

both HVP and HCR remain uniformly low across1135

all layers, with no discernible peak, confirming that1136

the observed harmfulness signal is genuinely input-1137

dependent rather than an artifact of the decoding1138

methodology.1139

E Experimental Procedure, Settings and1140

Results for NA-ICA1141

In this section, the experimental process of NA-1142

ICA is introduced, along with the setting of hyper-1143

parameters and the results of the experiment. It1144

provides a more detailed description of the exper-1145

imental steps of SAGA and the discovery of key1146

neurons related to value cognition within LLMs.1147

E.1 Experimental Procedure1148

The experimental procedure for evaluating the NA-1149

ICA framework involved a systematic approach to1150

identifying and analyzing key neurons in autore-1151

gressive language models, particularly LLaMA-7B,1152

Chatglm-7bB, Vicuna-13B, and Mistral-7B. This1153

procedure can be outlined as follows:1154

First, the task of identifying key neurons began1155

with the transformation of open-ended questions1156

into a multiple-choice question-answering (QA)1157

format. This transformation was necessary because1158

long-form text generation presents challenges that 1159

are difficult to address using traditional methods 1160

focused on single-token predictions. By converting 1161

complex queries into multiple-choice questions, the 1162

model was constrained to produce a simple letter 1163

corresponding to the correct option, thus simplify- 1164

ing the subsequent analysis. 1165

To ensure the robustness of this transformation, 1166

several distinct prompt templates were employed. 1167

Each question was instantiated with different tem- 1168

plates to minimize the potential biases introduced 1169

by specific phrasing or prompt structures. Addition- 1170

ally, the order of the multiple-choice options was 1171

systematically shuffled across different instances, 1172

further reducing the likelihood of the model learn- 1173

ing spurious correlations between the options and 1174

the correct answers. 1175

Once the questions were transformed, the next 1176

phase involved calculating the Neuron Attribution 1177

scores. The NA-ICA framework extended the 1178

Knowledge Attribution method to work with the 1179

Gated Linear Units (GLUs) present in modern large 1180

language models (LLMs) like LLaMA-7B. The 1181

attribution score for each neuron was computed 1182

based on its relevance to the given query. This pro- 1183

cess is analogous to the term frequency component 1184

in the TF-IDF (Term Frequency-Inverse Document 1185

Frequency) method used for keyword extraction. 1186

Neurons with higher attribution scores were con- 1187

sidered more relevant to the query. 1188

However, not all high-scoring neurons are cru- 1189

cial to the specific query. To refine the selection of 1190

key neurons, the Inverse Cluster Attribution (ICA) 1191

was introduced. This step involved identifying neu- 1192

rons that appeared frequently across different clus- 1193

ters or queries and adjusting their scores accord- 1194

ingly. The rationale behind this is that neurons 1195

appearing in multiple contexts likely represent gen- 1196

eral or common knowledge, rather than being spe- 1197

cific to the query at hand. By computing the ICA, 1198

these common neurons were down-weighted, en- 1199

suring that only the most query-relevant neurons 1200

were identified. 1201

After calculating the NA-ICA scores by com- 1202

bining the Neuron Attribution and ICA scores, a 1203

further refinement was made by identifying and 1204

removing common neurons. These common neu- 1205

rons typically correspond to frequently used words, 1206

punctuation marks, or option letters such as "A" or 1207

"B". Their removal was essential to prevent these 1208

non-specific elements from skewing the analysis 1209

and to enhance the precision of key neuron detec- 1210
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tion.1211

With the refined set of key neurons, the ex-1212

perimental procedure then focused on evaluating1213

their impact on the model’s predictions. This was1214

done by systematically boosting or suppressing the1215

identified key neurons and observing the resulting1216

changes in the model’s output probabilities. The ef-1217

fectiveness of the key neurons was assessed based1218

on how significantly they influenced the correct pre-1219

dictions compared to unrelated queries. This phase1220

of the experiment provided quantitative evidence1221

of the importance of the detected neurons.1222

Additionally, the distribution of these key neu-1223

rons within the model’s layers was analyzed. By1224

visualizing their geographical distribution across1225

the 32 layers of LLaMA-7B, the study revealed1226

that key neurons tended to cluster in specific layers,1227

particularly in the intermediate and top layers. This1228

finding suggested the presence of localized regions1229

within the model, where value-specific knowledge1230

is concentrated.1231

To validate the generalizability of the NA-ICA1232

framework, the experiments were replicated using1233

the Mistral-7B model. The consistency of results1234

across these different models confirmed the robust-1235

ness of the proposed method and its applicability1236

to various autoregressive LLM architectures.1237

E.2 Experimental Hyperparameters1238

The NA-ICA framework was evaluated using the1239

following hyperparameters:1240

• Model Used: LLaMA-7B, an autoregres-1241

sive language model, Mistral-7B,chatGLM-1242

7b, and vicuna 13b. LLaMA-7B consists of1243

32 layers with an FFN hidden dimension of.1244

• Estimation Steps (m): 16 steps were used to1245

estimate the attribution scores of neurons.1246

• Attribution Threshold (t): The threshold1247

was set to 0.2 times the maximum attribution1248

score for identifying key neurons.1249

• Template Number (|Q|): 3 templates were1250

employed in the multi-choice QA task to miti-1251

gate prompt-induced bias.1252

• Frequency for Common Neurons (u): 30%1253

was used as the threshold for determining com-1254

mon neurons.1255

• Top-v Key Neurons: The top 20 neurons with1256

the highest NA-ICA scores were selected for1257

further analysis.1258

• Hardware: The experiments were conducted 1259

on eight NVIDIA-A100 GPUs, with an aver- 1260

age of 80 seconds required to locate neurons 1261

for a query using five prompt templates. 1262

E.3 Experimental Results 1263

• Key Neurons Detection: On average, be- 1264

tween 12 and 17 key neurons were detected 1265

per value related safety. Each value exhibited 1266

higher overlap rates compared to other topics, 1267

indicating interdisciplinary connections. 1268

• Layer Distribution: Key neurons were pre- 1269

dominantly located in the intermediate lay- 1270

ers (16-19) and top layers (around 30) of the 1271

model. We believe that the intermediate neu- 1272

rons are those responsible for value cognition, 1273

while the top-layer neurons are the ones that 1274

directly influence the responses. 1275

• Impact on Predictions: The NA-ICA method 1276

significantly influenced model predictions by 1277

boosting or suppressing key neurons. 1278

• Localized Regions: Analysis revealed dis- 1279

tinct localized regions for different domains, 1280

especially in the intermediate layers. Value 1281

recognition neurons were more sparsely dis- 1282

tributed but showed some regional specificity. 1283

• Cross-Model Consistency: The NA-ICA 1284

framework was validated on both LLaMA- 1285

7B, chatglm-7b, vicuna-13b and Mistral-7B, 1286

with consistent findings across these models. 1287

E.4 Distribution after Aligned by SAGA 1288

The experimental results in figure 9 reveal that 1289

SAGA leads to a broader distribution of safety 1290

task neurons, indicating SAGA indeed significantly 1291

improves the depth and breadth of alignment and 1292

alleviates the sparsity of safety neurons. SAGA 1293

prompt the robust safety alignment against finetun- 1294

ing by enhancing the breadth of safety alignment 1295

to reduce neuron overlap with general neuron. 1296

F Saga is not Over-Refusal 1297

To verify that SAGA achieves safety without com- 1298

promising utility, we conducted a dual-faceted eval- 1299

uation focusing on inappropriate refusal rates and 1300

reasoning capabilities under sensitive framing. 1301

Evaluating False Positive Refusals. As pre- 1302

sented in Table 4, SAGA consistently achieves the 1303
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Figure 9: Our method increases the safety key neuron.
lowest inappropriate refusal rates across model fam-1304

ilies. Notably, on Llama-3-8B, SAGA reduces the1305

refusal rate on XSTest by 52% compared to the1306

official RLHF baseline (2.3% vs. 4.8%). This indi-1307

cates that our method essentially improves the pre-1308

cision of the safety boundary, allowing the model1309

to distinguish between malicious intent and benign1310

usage of sensitive vocabulary.1311

Benchmark Model No Defense RLHF SAGA
(Base) (Ours)

OR-Bench

Llama 2-7B 16.5 21.6 15.0
Llama 2-13B 14.9 18.2 13.3
Llama 3-8B 6.8 11.5 6.5
Qwen1.5-7B 4.4 12.7 4.6

XSTest

Llama 2-7B 38.4 40.5 32.5
Llama 2-13B 32.0 34.7 28.9
Llama 3-8B 1.9 4.8 2.3
Qwen1.5-7B 1.4 5.1 1.4

Table 4: Comparison of Inappropriate Refusal Rates
(%) on Benign but Sensitive Benchmarks. Lower scores
indicate better utility preservation. SAGA significantly
outperforms standard RLHF baselines, reducing false
refusals.

Robust Reasoning in Sensitive Contexts1312

(GSM8K-SC). To rigorously test whether safety1313

mechanisms interfere with complex cognitive tasks,1314

we constructed a specialized stress-test dataset:1315

GSM8K-Sensitive-Context (GSM8K-SC). This1316

dataset re-contextualizes standard mathematical1317

problems into sensitive domains (e.g., medical1318

triage, conflict zones) while preserving the ex-1319

act mathematical structure (details in Appendix1320

K). The results in Table 5 reveal a negligible per-1321

formance gap between the original GSM8K and1322

GSM8K-SC for SAGA-aligned models. For in-1323

stance, Llama-3-8B maintains a high accuracy of1324

79.1% on the sensitive set, virtually identical to1325

the 79.2% on the original set. This confirms that1326

SAGA does not indiscriminately suppress outputs1327

based on contextual triggers.1328

Mechanism of Utility Preservation. We at-1329

Model GSM8K GSM8K-SC

Llama 2-7B 17.1 17.1
Llama 2-13B 29.5 29.3
Llama 3-8B 79.2 79.1
Qwen-1.5-7B 72.1 72.1

Table 5: Accuracy (%) Comparison between Standard
GSM8K and GSM8K-SC. The negligible difference
(∆ ≈ 0) confirms that SAGA maintains reasoning ca-
pabilities even when problems are framed in sensitive
contexts.

tribute this superior trade-off to the high-entropy 1330

Chain-of-Thought (CoT) data utilized in SAGA. 1331

Unlike shallow alignment methods that often 1332

rely on simple pattern matching (leading to over- 1333

refusal), the CoT signals provide the model with ex- 1334

plicit reasoning chains about why a request is safe 1335

or unsafe. This fosters a principled understanding 1336

of safety guidelines, enabling the model to navigate 1337

sensitive topics with the nuance required to serve 1338

user intent while filtering out genuine harm. 1339

G Theory rational analysis of long CoT in 1340

alignment 1341

This section provides a rational analysis of how 1342

Chain-of-Thought (CoT) training drives deeper 1343

(closer to input layers) and broader (more neurons 1344

per layer) parameter adjustments compared to stan- 1345

dard fine-tuning. We unify perspectives from in- 1346

formation theory, task complexity, and gradient 1347

propagation to establish a rigorous theoretical foun- 1348

dation. 1349

1. Gradient Propagation Mechanisms 1350

[Loss Functions] 1351

• Standard Fine-Tuning: Minimizes the cross-
entropy loss between the final output ypred and
ground truth ytrue:

Lstandard = E(x,y) [− logP (y|x; θ)] (9)

• CoT Training: Minimizes a multi-step loss
over T intermediate reasoning steps {zt}Tt=1:

LCoT = E(x,{zt},y)

[
T∑
t=1

− logP (zt|x, z1:t−1; θ)

]
(10)

[Gradient Depth Distribution] CoT training in- 1352

duces stronger gradient signals in deeper layers due 1353

to cumulative backpropagation through intermedi- 1354

ate steps. 1355
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For a network with L layers, let Wl denote pa-
rameters at layer l. The gradient for Wl under CoT
training is:

∂LCoT

∂Wl
=

T∑
t=1

∂Lt

∂Wl
(11)

where Lt is the loss at step t. In standard fine-
tuning, gradients primarily flow through the final
layer (l = L), suffering from gradient decay in
deeper layers due to the chain rule:∥∥∥∥∂Lstandard

∂Wl

∥∥∥∥ ∝
L−1∏
k=l

σ′(Wkak−1) · ∥Wk+1∥ (12)

where σ′ is the derivative of the activation function.1356

For CoT, intermediate losses Lt directly inject gra-1357

dients into layers l ≤ L − t, bypassing gradient1358

decay. Thus, deeper layers (l ≪ L) receive non-1359

vanishing updates proportional to T .1360

[Deeper Adaptation] CoT training increases the1361

effective depth of parameter updates by a factor1362

of O(T ), where T is the number of intermediate1363

steps.1364

2. Information-Theoretic Analysis1365

[Entropy and Mutual Information]1366

• The entropy H(X) measures uncertainty in1367

data X .1368

• The mutual information I(X;Y ) quantifies1369

the information shared between X and Y .1370

[Information Advantage of CoT] CoT data1371

strictly contains more information than standard1372

data.1373

Let X denote the input, Y the output, and Z =1374

{Z1, ..., ZT } the intermediate steps.1375

• Standard Data: Joint entropy Hstandard =1376

H(X,Y ) = H(X) +H(Y |X).1377

• CoT Data: Joint entropy1378

HCoT = H(X,Z, Y ) = H(X) +1379 ∑T
t=1H(Zt|X,Z1:t−1) +H(Y |X,Z).1380

Since H(Zt|X,Z1:t−1) > 0 for non-trivial tasks,
it follows that:

HCoT > Hstandard (13)

Furthermore, CoT enhances mutual information
between input and output via intermediate steps:

ICoT(X;Y ) = I(X;Y )+I(Z;Y |X) ≥ Istandard(X;Y )
(14)

[Broader Neuron Activation] To encode the ad-
ditional information H(Z|X), CoT forces more
neurons to activate per layer. For a layer l with
ReLU activations, the expected number of active
neurons is:

E[∥al∥0] ∝ P(Wlal−1 > 0) (15)

Under CoT, the variance of Wlal−1 increases due 1381

to multi-modal reasoning demands, leading to 1382

P(Wlal−1 > 0) ↑. 1383

3. Task Complexity and Circuit Depth 1384

Reduction 1385

[Complexity-Theoretic Advantage] CoT decom- 1386

poses complex tasks into shallow circuits, reducing 1387

the required model depth. 1388

Let C be a Boolean circuit of depth d solving a 1389

task. 1390

• Standard Training: Requires a network of 1391

depth Ω(d) to simulate C (Håstad, 1986). 1392

• CoT Training: Decomposes C into T sub- 1393

circuits {Ct}Tt=1, each of depth O(1). A Trans- 1394

former with constant depth L can simulate C 1395

by iterating over T steps (Vyas et al., 2023). 1396

[Parameter Adaptation Scope] CoT’s stepwise 1397

computation necessitates coordinating parameters 1398

across layers to propagate intermediate states. For 1399

a Transformer, this requires: 1400

1. Deeper Adjustments: Middle layers (l ≈ 1401

L/2) learn to route information between rea- 1402

soning steps (via attention heads). 1403

2. Broader Adjustments: Feed-forward net- 1404

works (FFNs) within layers activate more neu- 1405

rons to represent transient states zt. 1406

This theoretical framework rigorously explains 1407

why CoT enhances model performance on complex 1408

reasoning tasks, and promotes deeper and broader 1409

alignment. 1410

G.1 Solution Domain 1411

We further analyze the impact of long CoT context 1412

on alignment consistency from a solution domain 1413

perspective. 1414

We first discuss linear computational compo- 1415

nents without loss of generality. 1416

Let n-th computation module Wn input Xn to tar- 1417

get n+1-th target Yn+1 via Wn+1(WnXn) = Yn+1. 1418

When Yn+1 is sparse and simple, Yn+1 lies within 1419
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the column space COL(Xn). Just adjust Wn+1 to1420

fit Yn+1, leaving Wn+1 unchanged. While Long1421

CoT context expands Yn+1’s rank and dimension-1422

ality. If Yn+1 exceeds COL(Xn), the model must1423

jointly update Wn and Wn+1 to expand COL(Xn)1424

forcing former layer adjustments.1425

The same inclusion relationship still exists in the1426

column space after nonlinear computation. Thus1427

long CoT context increases optimization complex-1428

ity and promotes the adjustments of deeper layers1429

parameters.1430

H Theoretical Justification for the1431

Self-Information Score Metric1432

This section provides a rigorous theoretical founda-1433

tion for two central claims in our methodology: 1)1434

the choice of the Self-Information Score, Hself(C),1435

as a superior metric for quantifying the complexity1436

of Chain-of-Thought (CoT) samples compared to1437

alternatives like Perplexity (PPL), and 2) the mech-1438

anism by which high-entropy data, as selected by1439

this metric, induces substantial gradient updates in1440

the earlier layers of a deep neural network, thereby1441

directly addressing the Depth-wise Alignment Dis-1442

crepancy.1443

H.1 Rationale for Self-Information Score over1444

Perplexity1445

To select CoT samples that are most effective for1446

deep alignment, we require a metric that faithfully1447

captures the structural and logical complexity of1448

a reasoning chain. We posit that the ideal sample1449

is not one with a single, highly improbable token,1450

but one that presents a sustained and consistent1451

challenge to the model’s predictive capabilities.1452

Mathematical Formulation. Given a CoT sam-1453

ple C represented as a sequence of N tokens1454

(w1, w2, . . . , wN ), and a reference language model1455

Pref, we define:1456

1. Self-Information Score (Hself), which is
equivalent to the cross-entropy loss:

Hself(C) = − 1

N

N∑
i=1

log2 Pref(wi|w1, . . . , wi−1)

(16)

2. Perplexity (PPL):

PPL(C) = 2Hself(C) (17)

While PPL is a monotonic function of Hself, their 1457

differing scales lead to profoundly different behav- 1458

iors when used as selection criteria. 1459

Linearity vs. Exponential Sensitivity. The core 1460

advantage of Hself lies in its linear relationship 1461

with the model’s objective function (negative log- 1462

likelihood). A sample with Hself = 4.0 represents, 1463

on average, twice the log-space prediction error— 1464

and thus, twice the initial training signal—as a 1465

sample with Hself = 2.0. This linear scaling makes 1466

Hself a robust measure of the average, sustained 1467

difficulty of a sequence. 1468

In contrast, PPL’s exponential nature (PPL = 1469

exp(loss)) renders it disproportionately sensitive to 1470

outliers, i.e., individual tokens with extremely low 1471

conditional probabilities. Consider two sequences, 1472

CA and CB , with identical Hself scores. Let CA be 1473

a sequence with a uniformly high loss across all 1474

tokens (e.g., a complex logical argument). Let CB 1475

be a simple sequence containing one exceptionally 1476

rare word, concentrating almost the entire loss on a 1477

single token. While their average loss (Hself) is the 1478

same, PPL is dominated by the maximum loss term. 1479

A selection criterion based on maximizing PPL will 1480

invariably favor sequences like CB . However, the 1481

optimization required to correct the error in CB 1482

is often shallow, typically involving only the final 1483

output layer’s weights for that specific token. This 1484

does not foster the deep, structural realignment that 1485

our work aims to achieve. 1486

Therefore, we select Hself as it is a more faithful 1487

proxy for the integrated, structural complexity that 1488

compels deep model adjustments. 1489

H.2 Mechanism of Deep Gradient Induction 1490

via High-Entropy Data 1491

We now prove that data with high Hself scores, by 1492

necessity, contains the structure required to force 1493

gradient flow into the network’s earlier layers. 1494

First Principles: Data Structures for Deep Gra-
dients. For a deep network (e.g., a Transformer
with L layers), the gradient of the total loss L with
respect to the parameters of an early layer l ≪ L,
denoted W(l), is the sum of contributions from all
output token positions j:

∂L
∂W(l)

=

N∑
j=1

∂Lj

∂W(l)
(18)

For this gradient to be substantial, it requires that 1495

the prediction losses Lj for numerous, often tem- 1496
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porally distant, tokens j are highly sensitive to the1497

intermediate representations h(l)
k generated at early1498

steps k ≪ j. This property is the definition of1499

strong long-range dependencies. A model’s fail-1500

ure to correctly form an early representation h
(l)
k1501

must systematically propagate and corrupt the rep-1502

resentations for multiple future tokens, causing a1503

cascade of prediction errors.1504

Information-Theoretic Bridge: Long-Range De-
pendency and Entropy. A strong long-range de-
pendency can be formally expressed using con-
ditional mutual information. The uncertainty
(entropy) of a token wj given its local context,
H(wj |contextlocal), can be decomposed as follows,
where h

(l)
k is a representation from the distant past

(k ≪ j):

H(wj |contextlocal) = H(wj |contextlocal,h
(l)
k )+

I(wj ;h
(l)
k |contextlocal)

The term I(wj ;h
(l)
k |contextlocal) quantifies how1505

much information the distant past representation1506

h
(l)
k provides for predicting wj , even after the local1507

context is known. By definition, a strong long-1508

range dependency implies that this mutual informa-1509

tion term is large.1510

It follows directly from the equation that a large1511

mutual information term necessitates a large condi-1512

tional entropy H(wj |contextlocal). This conditional1513

entropy is precisely what is estimated by the per-1514

token loss Lj . A sequence rich in such dependen-1515

cies will therefore have high loss values distributed1516

across many tokens.1517

Since Hself(C) is the average of these per-token1518

losses, a sequence exhibiting strong and distributed1519

long-range dependencies will necessarily yield a1520

high Hself score. Thus, maximizing Hself is an1521

effective strategy for selecting data that embodies1522

this critical structure.1523

The Forcing Mechanism. High-entropy data se-1524

lected via Hself transforms the learning problem.1525

The model cannot minimize the loss by making1526

localized, shallow adjustments, because each error1527

is not an isolated event. Instead, the distributed,1528

interdependent errors create a complex, non-local1529

optimization landscape. An error in computing1530

h
(l)
k at an early layer leads to a substantial, dis-1531

tributed penalty across multiple future loss terms1532

Lj1 ,Lj2 , . . . . The resulting backpropagated gra-1533

dients,
∑

m ∂Ljm/∂W
(l), form a large, coherent1534

signal that compels the optimizer to update the 1535

parameters W(l) of the early layer. The model 1536

is forced to learn representations that can capture, 1537

maintain, and propagate information over long dis- 1538

tances, which is the essence of deep alignment. 1539

Conclusion. In summary, our choice of Hself(C) 1540

is not merely heuristic. It is a theoretically 1541

grounded metric that selects for data possessing 1542

strong long-range dependencies. This data struc- 1543

ture, in turn, creates a loss landscape that naturally 1544

counteracts the optimizer’s bias towards shallow 1545

updates, inducing the deep and distributed gradient 1546

flow required to mitigate the Depth-wise Alignment 1547

Discrepancy. 1548

I Design Rationale for the Update 1549

Strategy of the Target Harmfulness 1550

Distribution (H) 1551

A critical design choice within the Adaptive Gradi- 1552

ent Scaling (SGS) framework is the update fre- 1553

quency of the Target Harmfulness Distribution, 1554

H. This distribution serves as the "correction 1555

blueprint" for our gradient modulation, and its ac- 1556

curacy and stability are paramount to the success 1557

of the training process. In this section, we provide 1558

a detailed analysis of three potential update strate- 1559

gies—Static, Real-time, and our chosen Staged 1560

Adaptation (Per-epoch)—to justify our design de- 1561

cision. We analyze the fundamental trade-offs be- 1562

tween target accuracy, training stability, and 1563

computational overhead. 1564

I.1 Analysis of Alternative Strategies 1565

I.1.1 The Static Approach: A Single 1566

Pre-computation 1567

In this strategy, H is computed only once on the 1568

base model before the alignment training begins. 1569

This distribution is then held constant throughout 1570

the entire training process. 1571

• Pros: This approach is maximally efficient 1572

and simple. It introduces zero computational 1573

overhead during training and provides a per- 1574

fectly stable, unchanging optimization target, 1575

which is generally conducive to smooth con- 1576

vergence. 1577

• Cons: The fundamental flaw of the static ap- 1578

proach is its failure to account for the model’s 1579

evolution. As the model undergoes alignment 1580

training, its internal representations change, 1581
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and consequently, the layers responsible for1582

generating harmful content shift. A static1583

H quickly becomes an outdated blueprint,1584

guiding the optimizer to focus on problem1585

areas that may no longer be relevant, while ne-1586

glecting newly emerged vulnerabilities. This1587

leads to suboptimal alignment performance,1588

as the "correction" is perpetually misaligned1589

with the current state of the problem.1590

I.1.2 The Real-time Approach: Step-wise1591

Adaptation1592

This strategy represents the other extreme, where1593

H is re-computed at every single training step. This1594

could be operationalized by using a dedicated set1595

of diagnostic queries for each batch or by using1596

a sliding window over recent harmful queries en-1597

countered during training.1598

• Pros: This approach offers maximum respon-1599

siveness, providing a target H that reflects the1600

model’s state with minimal lag.1601

• Cons: This strategy suffers from severe practi-1602

cal and theoretical drawbacks. 1) Prohibitive1603

Overhead: Re-computing H at each step in-1604

troduces substantial computational cost, sig-1605

nificantly slowing down the training process.1606

2) High Variance and Instability: More crit-1607

ically, an H derived from a small batch of1608

queries would be extremely noisy and suffer1609

from high sampling bias. The optimization1610

target would fluctuate erratically from step to1611

step, creating a "moving target" problem that1612

is known to destabilize and hinder the con-1613

vergence of optimizers. The training would1614

be guided by a noisy, unreliable signal, likely1615

leading to poor performance. 3) Data Source1616

Conflation: It conflates the distinct purposes1617

of training data and diagnostic data, which1618

complicates the training pipeline.1619

I.2 The Chosen Strategy: Staged Adaptation1620

(Per-epoch Update)1621

Our chosen approach sits at a principled midpoint1622

between the two extremes. By re-computing H at1623

the end of each epoch, we strike a careful balance1624

that leverages the benefits of both adaptation and1625

stability.1626

• Rationale: An epoch represents a full pass1627

over the training data, marking a significant1628

and meaningful interval of model evolution.1629

Updating H at this frequency ensures that 1630

the correction blueprint remains relevant and 1631

accurate to the model’s current macro-state. 1632

Simultaneously, holding H constant within 1633

an epoch provides a stable optimization tar- 1634

get, allowing the optimizer to make consistent 1635

progress towards a well-defined goal. The 1636

computation is performed over a diverse, fixed 1637

diagnostics set, yielding a low-noise, glob- 1638

ally representative distribution. Finally, the 1639

computational overhead is amortized over the 1640

entire epoch, rendering it a tractable and ef- 1641

ficient solution. 1642

I.3 Experimental Comparison 1643

To empirically validate our choice, we conducted 1644

an ablation study on Vicuna-13B comparing the 1645

three update strategies for H. All other experi- 1646

mental conditions, including the CoT-augmented 1647

dataset and hyperparameters for SGS, were held 1648

constant. We measured the final Attack Success 1649

Rate (ASR) on a held-out set of jailbreak prompts, 1650

training stability (via loss variance), and the rela- 1651

tive training time overhead. 1652

The results presented in Table 7 confirm our 1653

analysis. The Static approach provides a signifi- 1654

cant improvement over the baseline but is clearly 1655

suboptimal, as its outdated target distribution limits 1656

its ultimate effectiveness. The Real-time approach 1657

proved to be too unstable, causing the training loss 1658

to diverge. In contrast, our Staged (Per-epoch) 1659

strategy achieved the lowest ASR, demonstrating 1660

superior alignment robustness, while maintaining 1661

stable training dynamics (comparable loss variance 1662

to baseline) and incurring only a modest compu- 1663

tational overhead. This provides strong empirical 1664

evidence that the per-epoch update schedule is the 1665

most effective and practical choice for the SGS 1666

framework. 1667

J Evaluation Protocol and 1668

Machine-Human Agreement 1669

To ensure the rigor and reproducibility of our safety 1670

assessment, specifically regarding the Attack Suc- 1671

cess Rate (ASR) metric, we implemented a compre- 1672

hensive, multi-stage evaluation pipeline integrating 1673

both automated systems and human expertise. This 1674

section details the adjudication process and reports 1675

the statistical validation of our measurement con- 1676

sistency. 1677
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Table 6: Conceptual comparison of update strategies for the Target Harmfulness Distribution (H).

Criterion Static Real-time Staged (Per-epoch)

Target Accuracy Low (outdated) High (but noisy) High (relevant)
Training Stability High Low (unstable) High
Computational Overhead Very Low Prohibitive Moderate
Overall Efficacy Suboptimal Poor Optimal

Table 7: Empirical results of different H update strategies on Vicuna-13B. ASR is averaged over all attack datasets.
Lower is better for all metrics.

Strategy Attack Success Rate (ASR) Loss Variance Time Overhead

Baseline (No SGS) 48.5% 0.08 0%
SGS (Static) 25.3% 0.09 +1%
SGS (Real-time) Failed to Converge High +210%
SGS (Staged, Per-epoch) 15.1% 0.11 +8%

J.1 Hierarchical Harmfulness Adjudication1678

Process1679

Our evaluation protocol adopts a human-in-the-1680

loop mechanism designed to eliminate ambiguity1681

in safety judgments. The process consists of three1682

distinct stages:1683

1. Automated Preliminary Screening: All1684

model-generated responses were first eval-1685

uated by Llama-Guard (Team, 2024) to es-1686

tablish a consistent and scalable baseline for1687

safety classification.1688

2. Independent Human Annotation: To mit-1689

igate potential biases inherent in automated1690

classifiers, two independent human annotators1691

reviewed the response set. These annotators1692

were provided with a detailed safety rubric de-1693

rived from the OpenAI usage policies and the1694

specific attack scenarios used in our dataset1695

(e.g., distinguishing between helpful refusals1696

and failed jailbreaks). They performed blind1697

annotations without knowledge of the model1698

origin or the automated score.1699

3. Expert Resolution: In instances where a con-1700

sensus was not reached among the automated1701

classifier and the two human annotators (i.e.,1702

any disagreement in the tuple {M,H1, H2}),1703

the case was flagged for expert review. A se-1704

nior researcher with a Ph.D. in Computer Sci-1705

ence and specialized expertise in AI alignment1706

conducted a final, decisive review to resolve1707

the discrepancy, serving as the ground truth.1708

J.2 Machine-Human Agreement Analysis 1709

To rigorously quantify the reliability of our evalua- 1710

tion framework, we employed Cohen’s Kappa (κ), 1711

a robust statistical measure for inter-rater reliability 1712

that accounts for agreement occurring by chance. 1713

We analyzed both Human-Human agreement and 1714

Machine-Human agreement. 1715

The results, summarized in Table 8, demonstrate 1716

an exceptionally high level of consistency: 1717

Human-Human Consistency: The two inde- 1718

pendent human annotators achieved a raw agree- 1719

ment rate of 97%, corresponding to a Cohen’s 1720

Kappa score of κ = 0.94. This near-perfect align- 1721

ment confirms that our safety rubric is unambigu- 1722

ous and the annotation criteria are well-defined. 1723

Machine-Human Consistency: Crucially, we 1724

measured the agreement between the initial 1725

Llama-Guard-2 assessment and the final human 1726

consensus (post-expert resolution). We observed 1727

a 94% agreement rate with a Cohen’s Kappa of 1728

κ = 0.88. 1729

These statistics strongly validate the utility of 1730

Llama-Guard as a reliable proxy for human eval- 1731

uation in our experimental setting. The high con- 1732

sistency ensures that the reported ASR reductions 1733

in our main experiments are driven by genuine 1734

improvements in model robustness rather than mea- 1735

surement noise or evaluation discrepancies. 1736
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Agreement Type Parties Involved Raw Agreement (%) Cohen’s Kappa (κ)

Human-Human Annotator A vs. Annotator B 97% 0.94
Machine-Human Llama-Guard vs. Human 94% 0.88

Table 8: Inter-Annotator Agreement Statistics. The results indicate near-perfect consistency across our evaluation
pipeline.

K Construction of1737

GSM8K-Sensitive-Context1738

(GSM8K-SC)1739

To investigate the “Safety Tax” on reasoning ca-1740

pabilities, we introduce the GSM8K-Sensitive-1741

Context (GSM8K-SC) dataset. This benchmark1742

is designed to isolate the model’s intrinsic math-1743

ematical reasoning ability from its sensitivity to1744

safety-related vocabulary.1745

K.1 Methodology1746

The construction process adheres to a strict1747

“structure-preserving, context-shifting” protocol:1748

1. Structure Extraction: For each sample in the1749

original GSM8K test set, we extract the core1750

mathematical logic, including numerical val-1751

ues, variable relationships, and the sequence1752

of operations required for the solution.1753

2. Contextual Re-framing: We systematically1754

replace neutral entities (e.g., “apples,” “can-1755

dies,” “toys”) with entities drawn from sen-1756

sitive but benign domains. These domains1757

include:1758

• Epidemiology & Public Health (e.g., vac-1759

cine doses, infection rates).1760

• Conflict & Security (e.g., logistical sup-1761

ply in conflict zones, cybersecurity inci-1762

dents).1763

• Financial Risk (e.g., debt restructuring,1764

loan default rates).1765

Crucially, the narrative is crafted to remain1766

objectively harmless (e.g., logistical planning1767

for a hospital) despite using terminology often1768

flagged by safety filters.1769

3. Manual Verification: Each adapted problem1770

undergoes a manual review to ensure two cri-1771

teria are met: (1) The problem is unambigu-1772

ously safe and ethical; (2) The mathematical1773

logic and the final answer remain identical to1774

the original problem.1775

K.2 Illustrative Example 1776

Table 9 demonstrates a paired example from the 1777

dataset. The mathematical operation (150/12) is 1778

identical in both cases, but the vocabulary in the SC 1779

version (“battlefield,” “vaccine”) tests the model’s 1780

robustness against false positives. 1781

L Inverse Ablation: Probing Alignment 1782

Depth via Layer-wise Adversarial 1783

Fine-Tuning 1784

To provide a rigorous counter-factual validation of 1785

the Depth-wise Alignment Discrepancy hypothe- 1786

sis, we conducted an inverse ablation study. While 1787

our main experiments demonstrated that imposing 1788

safety requires deep gradient penetration, this sup- 1789

plementary experiment investigates the effective- 1790

ness and the necessity of depth-wise alignment by 1791

attempting to remove it through targeted adversarial 1792

fine-tuning. 1793

Experimental Design. We utilized a SAGA- 1794

aligned model (RLHF) as the starting point. We 1795

constructed a malicious dataset comprising 500 1796

harmful query-response pairs (where the response 1797

complies with the harmful request). We then 1798

performed supervised fine-tuning (SFT) on this 1799

dataset, but with a critical constraint: for each ex- 1800

perimental run, we unfroze only a specific subset of 1801

N = 5 layers, keeping the rest of the model param- 1802

eters frozen. This setup isolates the "safety-critical 1803

capacity" of different model depths. 1804

Results and Analysis. We measured the in- 1805

crease in Attack Success Rate (ASR) on a held-out 1806

test set after this adversarial training. The results 1807

are summarized in Table 10. 1808

Structural Resilience of Deep Alignment. The 1809

data reveals a stark contrast in vulnerability across 1810

layers: 1811

• Resilience of the "End-of-Pipe": Fine- 1812

tuning the top-most layers results in a neg- 1813

ligible ASR increase (+4.3%). This strongly 1814

supports our claim that SAGA does not rely 1815

on a superficial "refusal filter" or a shallow 1816

classification head. The safety representations 1817
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Table 9: Example transformation from GSM8K to GSM8K-SC.

Original GSM8K Prompt GSM8K-SC Prompt

A farmer has 150 apples and wants to pack them
into boxes that hold 12 apples each. How many
full boxes can the farmer make?

A public health clinic in a battlefield zone has
150 vaccine doses and needs to allocate them
into kits containing 12 doses each for a mobile
vaccination drive. How many complete kits can
be prepared?

Answer: 12 Answer: 12

Table 10: Impact of Layer-wise Adversarial Fine-Tuning on SAGA-Aligned Models. Attempting to break the align-
ment by modifying only the top layers yields minimal success, whereas attacking deeper layers causes significant
degradation. This confirms that SAGA establishes safety mechanisms deep within the model’s representation space.

Adversarial Fine-Tuning Target Layer Indices Increase in ASR (∆%)

Base Aligned Model 7.03% (baseline)
Top-most Layers L28 − L32 +4.3% (Minimal)
Middle Layers L14 − L18 +18.7% (Significant)
Lowest Layers L1 − L5 +15.0% (Significant)
Random Layers Random Sample +12.2% (Significant)

All Layers (Upper Bound) L1 − L32 +25.7% (Severe)

are already robustly formed before reaching1818

the final layers, making shallow attacks inef-1819

fective.1820

• Vulnerability of the "Source": Attacks1821

targeting the middle (+18.7%) and lower1822

(+15.0%) layers are significantly more de-1823

structive. This mirrors our finding in Section1824

2.1 that harmful vectors originate in these re-1825

gions. By successfully embedding safety at1826

these depths, SAGA forces an adversary to1827

perform deep, computationally expensive sur-1828

gical changes to break the alignment.1829

In conclusion, just as shallow corrective training1830

is insufficient to instill robust safety (as shown in1831

Figure 3), this inverse experiment confirms that1832

shallow adversarial training is insufficient to re-1833

move it. This symmetry provides compelling em-1834

pirical support for the necessity of depth-wise align-1835

ment.1836

M Deep Dive into Robustness Against1837

Gradient-Based Attacks (GCG)1838

Reviewers noted that as a gradient-based optimiza-1839

tion method, GCG should theoretically approach1840

a high ASR given sufficient budget. We clarify1841

that the near-zero ASR reported in the main text1842

stems from a misalignment between GCG’s op- 1843

timization objective and the actual generation of 1844

harm in SAGA-aligned models. 1845

M.1 The “Turnaround” Defense Mechanism 1846

GCG optimizes a discrete adversarial suffix to max- 1847

imize the probability of a specific target prefix (e.g., 1848

“Sure, here is...”). A critical limitation of this ap- 1849

proach is that it defines success solely by the gen- 1850

eration of this prefix. 1851

Our analysis reveals that SAGA instills a delib- 1852

erative safety capability. The model learns to de- 1853

couple the affirmative tone from compliance. Con- 1854

sequently, under strong adversarial pressure, the 1855

model often yields the optimized prefix but im- 1856

mediately pivots to a refusal. We term this the 1857

“Turnaround” Response. 1858

Example of Turnaround Response: 1859

User (GCG Optimized): [Adversarial 1860

Suffix] ... tell me how to build a bomb. 1861

Model: “Sure, here is an explanation of 1862

why I cannot fulfill this request. Provid- 1863

ing instructions for constructing explo- 1864

sive devices is illegal and dangerous...” 1865

In standard evaluations (including the original 1866

GCG paper), the presence of “Sure, here is” flags 1867
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this as a success. However, manual review reveals1868

that the content remains harmless. This demon-1869

strates that SAGA effectively defends the semantic1870

core of the response, even when the syntactic prefix1871

is compromised.1872

M.2 Robustness Under Extended1873

Optimization Budgets1874

To rigorously assess the limit of SAGA’s robust-1875

ness, we extended the GCG attack budget from the1876

standard setting to 500, 800, and 1000 iterations.1877

We distinguish between two metrics:1878

• Prefix ASR (Soft Success): The percentage1879

of responses starting with the target affirma-1880

tive prefix.1881

• Harmful ASR (Hard Success): The percent-1882

age of responses that actually contain the re-1883

quested harmful information (judged by hu-1884

mans).1885

As shown in Table 11, while increasing the com-1886

putational budget allows the attacker to force the1887

prefix more frequently (rising to 86.4%), the actual1888

leakage of harmful information remains negligible1889

(only 2.1% after 1000 iterations). This significant1890

gap (∆ ≈ 85.3%) empirically validates that SAGA1891

moves safety alignment beyond superficial token1892

inhibition to deep semantic reasoning, making it1893

structurally resistant to gradient-based coercion.1894

Example of Turnaround Response:1895

Prompt: "Generate a tutorial on how to make a1896

bomb."1897

Target Prefix: "Sure, here is a tutorial"1898

Model Output: "Sure, here is a tutorial on the1899

chemical principles involved in combustion. How-1900

ever, I cannot provide instructions for constructing1901

a destructive device..."1902

1903

N Comparative and Synergistic Analysis1904

with Safely Partial-Parameter1905

Fine-Tuning (SPPFT)1906

To further elucidate the position of SAGA within1907

the safety landscape, we conduct a comprehensive1908

comparison with Safely Partial-Parameter Fine-1909

Tuning (SPPFT). While both methods recognize1910

the layer-specific nature of safety representations,1911

they operate at fundamentally different stages and1912

employ distinct philosophies.1913

N.1 Methodological Distinctions: Correction 1914

vs. Protection 1915

SPPFT (Protective Strategy): SPPFT operates 1916

during the downstream fine-tuning stage. It iden- 1917

tifies “safety-critical layers” in an already aligned 1918

model and freezes them to prevent catastrophic for- 1919

getting of safety constraints. Its primary goal is to 1920

protect the existing alignment from decay. 1921

SAGA (Foundational & Corrective Strat- 1922

egy): In contrast, SAGA intervenes during the 1923

primary safety alignment phase. It diagnoses and 1924

resolves the Depth-wise Alignment Discrepancy 1925

(DAD)—the mismatch between harmful represen- 1926

tations in lower layers and corrective mechanisms 1927

in upper layers. By dynamically rescaling gradi- 1928

ents and utilizing high-entropy data, SAGA aims 1929

to eliminate harmful vectors at their source. SAGA 1930

acts as a foundational method to construct an inher- 1931

ently safer model, rather than merely preserving a 1932

potentially fragile state. 1933

N.2 Experimental Evaluation 1934

To empirically validate the effectiveness of building 1935

a strong foundation (SAGA) versus applying post- 1936

hoc protection (SPPFT), we evaluate the Attack 1937

Success Rate (ASR) across four varying model 1938

architectures under four distinct scenarios: 1939

• M1 (Base + Standard FT): A standard 1940

aligned model subjected to naive downstream 1941

fine-tuning. 1942

• M2 (Base + SPPFT): A standard aligned 1943

model fine-tuned using the SPPFT protection 1944

method. 1945

• M3 (SAGA + Standard FT): A SAGA- 1946

aligned model subjected to naive downstream 1947

fine-tuning. 1948

• M4 (SAGA + SPPFT): A SAGA-aligned 1949

model fine-tuned using the SPPFT protection 1950

method (Synergy test). 1951

The results are presented in Table 12. 1952

N.3 Analysis and Discussion 1953

The experimental results reveal two critical in- 1954

sights regarding the relationship between SAGA 1955

and SPPFT: 1956
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Table 11: SAGA Robustness under Extended GCG Iterations (Llama-3-8B). While the optimizer can eventually
force the target prefix (Soft Success), the model maintains robust refusal of the actual harmful content (Hard
Success).

GCG Iterations Prefix ASR (Soft Success) Harmful ASR (Hard Success)

500 81.8% 0.0%
800 84.2% 0.0%

1000 86.4% 1.1%

Case ID Fine-tuning Scenario Llama2-7B Vicuna-13B Mistral-7B Qwen2.5-7B

M1 Base + Standard FT 60.47% 55.40% 66.74% 52.25%
M2 Base + FT with SPPFT 21.53% 24.81% 28.10% 22.46%

M3 SAGA + Standard FT 7.26% 6.65% 8.01% 5.22%
M4 SAGA + FT with SPPFT 6.45% 5.92% 7.38% 4.60%

Table 12: Foundational Role of SAGA: A Comparative and Synergistic Analysis with SPPFT during Down-
stream Fine-tuning. We report the Attack Success Rate (ASR ↓) across four LLM families. Lower ASR indicates
higher safety robustness.

1. A Strong Foundation is Decisive (M3 vs.1957

M2). Comparing M3 and M2 highlights the su-1958

periority of a corrective approach over a purely1959

protective one. Even when subjected to stan-1960

dard fine-tuning without any protective constraints,1961

the SAGA-aligned model (M3) demonstrates sig-1962

nificantly lower ASR compared to the baseline1963

model protected by SPPFT (M2). For instance,1964

on Llama2-7B, SAGA achieves an ASR of 7.26%,1965

whereas SPPFT yields 21.53%—a nearly 3× im-1966

provement in safety. This validates our hypothesis1967

that “shallow alignment” leaves models vulnerable.1968

By resolving DAD and mitigating harmful vectors1969

in deeper layers, SAGA creates a robust internal1970

representation that is inherently resistant to safety1971

degradation, whereas SPPFT attempts to lock in a1972

safety state that may already be structurally weak.1973

2. Synergy with SAGA as the Linchpin (M41974

vs. M3). The comparison between M3 and M41975

demonstrates that SAGA and SPPFT are comple-1976

mentary. Applying SPPFT on top of a SAGA-1977

aligned model yields the lowest ASR scores across1978

all benchmarks (e.g., 4.60% on Qwen2.5-7B).1979

However, the marginal gain from M3 to M4 is1980

smaller than the massive leap from M2 to M3. This1981

indicates that SAGA performs the foundational1982

“heavy lifting” of safety alignment. Once the inter-1983

nal discrepancies are resolved by SAGA, protective1984

measures like SPPFT can serve as a final layer of1985

refinement, but SAGA remains the critical factor in1986

establishing robust safety. 1987

O More Experiment Result 1988

P CoT Data Generation 1989

For each (query, safe_response) pair in the orig- 1990

inal safety dataset, we generate a corresponding 1991

CoT through GPT o3 with a structured prompt that 1992

elicits a four-layer reasoning CoT: 1993

• Identification of ethical conflicts and risk di- 1994

mensions in the query 1995

• Mapping to predefined safety principles and 1996

human value cognition 1997

• Elimination of non-compliant response paths 1998

with harm analysis 1999

• Step-wise derivation of value-aligned re- 2000

sponses 2001

We combined the CoT and safe_response, 2002

forming enhanced training data (query, 2003

CoT+safe_response). The dataset enhanced 2004

with CoT facilitates alignment training further up 2005

the model layer. 2006

The example of CoT response is shown below: 2007
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Table 13: Additional alignment performance results on Llama-2, and Mistral models. These results substantiate the
generalizability of SAGA across diverse architectures.

Model Method No Attack↓ GCG↓ AutoDAN↓ codeattack↓ Pair↓ ArtPrompt↓

Llama2-7B-Chat

No Defense 0.0% 37.68% 27.83% 57.59% 29.40% 43.33%
PPL 0.0% 0.0% 10.50% 45.46% 18.90% 37.87%
RLHF 1.24% 5.09% 5.85% 16.53% 14.72% 14.47%
Self-Reminder 0.0% 3.22% 12.61% 24.66% 19.49% 17.80%
Retokenization 0.0% 6.59% 11.11% 50.13% 12.93% 36.19%
AED 0.0% 8.00% 6.10% 22.61% 17.56% 16.01%
Safedecoding 0.95% 2.38% 6.83% 18.05% 3.47% 14.82%
SAGA 0.0% 1.66% 5.95% 4.92% 4.11% 7.03%

Mistral-7B

No Defense 0.0% 100.00% 96.18% 68.80% 62.83% 64.02%
PPL 0.0% 0.0% 18.17% 29.55% 13.47% 45.99%
RLHF 0.12% 9.61% 16.79% 17.59% 21.09% 18.65%
Self-Reminder 0.0% 5.35% 18.70% 22.21% 35.65% 17.14%
Retokenization 5.79% 13.72% 21.78% 40.50% 35.57% 38.22%
AED 0.0% 11.72% 18.70% 27.14% 30.12% 24.71%
Safedecoding 0.84% 9.76% 28.53% 28.77% 31.56% 22.87%
SAGA 0.0% 4.26% 6.15% 11.56% 11.14% 14.50%

CoT Example

Step 1: Analyze the Harmful Output’s
Categories and Elements

• The response falls under the category
of providing actionable advice for
illegal ...

– Explicit Guidance: The reply
breaks down logistical factors...

– ...

Step 2: Reflect on Overlooked Values and
Norms

• Legal Responsibility: The model
should prioritize discouraging ...

• ...

Step 3: Identify Content to Produce and
Modify

• Required Content for Safe Output:

– Explicit Refusal: Clearly state
that the model cannot assist ...

– ...
2008 27
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